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To promote the standardization of post-quantum cryptosystems, the National Institute of Standards and Tech-
nology (NIST) has initiated a post-quantum cryptography competition in 2017. Among the submissions, there
have been multiple code-based cryptosystems, e.g., Classic McEliece, BIKE, HQC, and more recently Fuleeca.

The goal of this thesis is, in case of a Bachelor’s thesis, to gain an overview of various attacks on code-based
cryptosystems. In case of a Master’s thesis, the student will be able to pick one type of attack and see if and
how it can be applied to different code-based cryptosystems.

Scope of the Thesis

e In case of a Bachelor’s thesis: write a survey on the cryptanalysis of code-based cryptosystems, starting
with papers about finding weak keys and attacking BIKE [MM25] and attacking FuLeeca [HW24]
e In case of a Master’s thesis:

— either understand how weak keys can be identified in the BIKE cryptosystem through the analysis of
underlying Tanner graphs and then be used to attack BIKE [MM25] and investigate if this approach
can be applied to other code-based cryptosystems or why this is not the case

— or understand how lattices can be used to break code-based cryptosystems in the Lee metric [HW24}
Hor+24] and investigate if this approach can be applied to other code-based cryptosystems or why
this is not the case

Requirements

e Recommended background knowledge

— Cryptography: basic knowledge about cryptosystems

— Coding theory: We recommend the student to have visited the lecture “Codierungstheorie”.
e Some affinity for linear algebra and interest in lattices
e Interest in the topic is strongly recommended

Contact

In case of interest or for further information, please contact Laurin Benz, laurin.benz@kit.edu (Room 251,
Building 50.34) or Eva Hetzel, |eva.hetzel@kit.edu (Room 250, Building 50.34).
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